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The Next Generation Tool for Static Code Analysis:
Proving the Absence of Critical Vulnerabilities in Source Code

  The Company

Kestrel Technology (KT) is a research and development company that focuses on developing solutions to provide math
-

ematical assurance of the absence of critical vulnerabilities in mission-critical software.  KT is staffed by highly trained com
-

puter scientists, mathematicians, and engineers who share a vision for using sound mathematical foundations for assuring 
the highest level of software robustness, reliability and security.

  The Next Generation Tool: CodeHawk

KT is developing a very high precision, automated, customizable and tunable static source code analyzer called CodeHawk. 
The analyzer can automatically prove the absence of targeted vulnerabilities in C source code.

  How CodeHawk Works

• CodeHawk attempts to mathematically prove the absence of  targeted critical vulnerabilities at all relevant code locations 
• If CodeHawk cannot prove a location is safe for all conditions, a warning is issued. The warning lists the remaining proof 
   obligations, which aids the developer in quickly and inexpensively identifying and resolving the underlying problem
• An iterative process of analysis and resolving warnings allows developers to produce code in which a high percentage of 
   the relevant code locations are provably free from targeted vulnerabilities

  Why is CodeHawk Different?

Existing commercial static analysis tools do not prove the absence of critical vulnerabilities in the code. Instead, they issue 
warnings that the vulnerabilities may exist at some locations in the code. Resolving these warnings is time consuming and 
carries the risk of introducing other vulnerabilities (not detected by the tool), because little information is provided on the 
underlying cause. Existing commercial tools also do not tell the developer what has been checked and how many vulnerabil -

for all code locations that are proven safe, eliminating the need for manual code review for all of those locations. 

  Ideal Target Application for CodeHawk 

• Analyzing C source code to automatically prove the absence of targeted security vulnerabilities to minimize the amount  
   of code remaining for manual security code review   

  Partnering Goals: We seek

-

www.kestreltechnology.com 

• Government agencies interested in funding research to make  "sound" static analysis practical for real applications for analyzing 
binary code, Java bytecode or C source code 

• Commercial entities interested in commercial partnerships for developing "next-generation" products or services utilizing 
"sound" static analysis for analyzing binary code, Java bytecode or C source code 

• End user customers interested in evaluating the Codehawk C source code tool to increase the productivity of their 
security review process for verifying the absence of key security vulnerabilities in their C source code

• Customers interested in evaluating binary code. CodeHawk provides additional information complimentary to IdaPro to help in 
identifying vulnerabilities


